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Introduction 

In the present digital age, we all keep huge amounts of important information in digital format and 
much of this only exists on your hard drive. This is a disaster waiting to happen because: 

All hard drives fail 
No ifs or buts, they will fail 
It’s just a matter of when! 

 
Hard disk drives have evolved to provide huge capacities at very low cost. Whilst this is good for the 
consumer, it encourages us to be lazy and keep far more data than we need. Most of the 
photographers I know keep all their photos, regardless of whether they are good or bad. The logic 
being that space is cheap and they enjoy the freedom to go back and rework their files at some later 
date. Incidentally, this option is rarely used! My services often get called upon when the hard drive 
fails and the customer is hoping (begging, pleading!) that I can rescue their data. Sadly, it’s often too 
late and I have to break the news that their treasured photos and documents are lost for ever. I have 
produced this handout for my own benefit in an attempt to avoid those depressing encounters! 

Organise to Protect 

The cheap and convenient storage offered by today’s hard drives encourages us to be lazy with our 
organisation. As a result, many people extend their storage capacity in an adhoc manner by adding 
external drives; as one fills-up another is added. This causes their valuable photo and document 
archive to become fragmented. As soon as this happens, backups become more complex and I’ve 
seen cases where the user has been doing backups but has missed some due to the unstructured 
archive. 

Rule 1: The first rule to protect your valuable photos and documents is to organise them into a single 
storage location or archive. The best way to do this is to add an additional, large internal hard drive 
to your desktop PC. Whatever size you think you might need, you should double it, so you have 
plenty of room to grow your archive. If you don’t have the skills to fit an internal drive, get a 
professional to do it. If you don’t want to add an internal hard drive or you use a laptop, then go for 
an external drive. These normally connect via the USB ports and, for best performance, choose a 
7,200rpm drive with a USB-3 interface. Mac users might be tempted to go for a Thunderbolt 
connection, but this carries a significant price penalty and USB-3 is plenty fast enough for 
photographic work. Only go for Thunderbolt if you are planning to do lots of 4k or 8k video editing. 

Hard Drive Selection Tips: 

• Photos per TB of storage: 1TB will hold 50,000 RAW files or 200,000 JPEGS 
• Buy the best drives. Leading Hard Disk manufacturers are: Western Digital, Seagate and 

Toshiba 
• Single drives are available with capacities up to 14TB 
• The most economical size for a large drive (cost per TB) is currently 6TB 
• Choose a spin speed of 7,200rpm for faster performance 
• For external drives, choose USB-3 
• Use the larger 3.5” external drives if you have room as they area more reliable. G-

Technology make some excellent external units. See JigSaw UK for prices 
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• Solid State hard drives are faster, more reliable and use less energy but are significantly 
more expensive. Top manufacturer is Samsung. These are best used as a replacement for 
your system drive (usually C:). They can also be very effective as a working data drive whilst 
editing photos – more later. 

Caring For Your Hard Drive 

• Never, ever, move or knock a hard drive whilst it’s running! This can lead to instant death! 
• Make sure external hard drives are safely located so they won’t get disturbed. 
• Keep USB and power cables tidy so you don’t trip over them and send the drive flying. 
• When moving external hard drives, give the internal disk a few moments to stop spinning. 
• Always close your PC properly, don’t just pull the mains plug because data is usually written 

to the disk during the shutdown sequence. 
• Use a hard drive utility to check the condition of your hard drives. 

Checking Your Hard Drive 

All hard drives have their own processor that manages the data storage and handles the link with 
the PC. This same processor also monitors the drive’s health and can be interrogated by special 
software to reveal its condition. There are several free programs that can report on the condition of 
your hard drives and HDDSCAN (http://hddscan.com/ ) is probably the easiest to use. It’s a stand-
alone program, so you just download the zip file and run the software. You can even save it to a USB 
stick and run it from there. I’ve shown a screenshot of the software here: 

 

  

 

 

 

 

 

 

 

 

 

Other free disk tools you might like to try are: Seatools, DiskCheckup, Bart’s Stuff Test and HDTune. 

 

http://hddscan.com/


Protecting Your Images – Handout 
 

 
Version 1.0 -October 2018  ©Mike Richards 2018 

Page 3 of 8 

Solid State Drives (SSDs) 

These are comparatively new devices that use solid-state memory chips to hold your data. This 
technique is very efficient and has no moving parts. As a result, SSDs are smaller, lighter, more 
efficient and up to 10 times faster than conventional hard drives. However, as you might expect, this 
extra performance comes at a price and SDDs are around 4 to 10 times the price of conventional 
drives. The primary use for SSDs today is to provide a high-speed system drive for your PC. In this 
case, the system drive is the one that carries Windows and all your programs (usually C:). Replacing 
your conventional system disk with an SSD makes a big difference to the speed of your PC. It’s a 
relatively easy process if you’re familiar with computer hardware but, if in doubt, get professional 
help. 

SSDs can also play an important part in a photographic workflow by using them as a temporary 
working store. This store is used to hold images from a photo shoot whilst you work on them with 
Elements, Photoshop or Lightroom. Using an SSD makes loading and previewing very much faster. 
However, you need to transfer the finished shoot to your main archive as soon as you’ve completed 
the main editing. If you decide to use this option, you will also need to put in place a separate 
backup to protect this working drive. 

Organising Your Archive 

When you’ve decided on the amount of storage you need and fitted the additional drives, you need 
to create and organise your main archive. The simplest way to do this is to arrange your photos and 
documents in folders below the main archive. Here’s an example: 

Main Archive 
 Photos 
  Holidays 
   France Sept 2016 
   Disney Florida Jun 2014 
   India May 2000 
 
  Family 
   Joe birthday Aug 2015 
   Paul Christening Jan 2000 
  Camera Club 
   Liberty shoot Feb 2018 
   Mudeford shoot August 2018 
   Competition entries 
  Photo Projects 
   Fences 
   Dorset Dawn 
   Empty spaces 
 Documents 
  General letters 
  Accounts 
  Camera Club Minutes 
 Music 
  ….. 
 Videos 
  ….. 
This structure is just an example as I know many photographers like to organise their photos by date. 
That’s fine, but it’s important to keep everything under one main archive heading. If you really don’t 
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want to simplify your archive that’s also ok, but you must be very clear about where everything is 
stored and what you need to protect. 

Change Your Default Windows Folders 

By default, Windows provides a set of useful folders for documents, music, pictures, videos and 
downloads. The snag here is that the folder locations are all on your system drive (normally C:). 
Because the system drive contains Windows and all your installed programs, it is the busiest drive 
and will be the first to fail! To make matters worse, any virus or malicious software that gets on your 
PC will target the system drive first and so put all your documents at risk. There is a very simple 
answer and that’s to relocate these folders to your main archive. Here’s a step-by-step guide to 
moving these folders: 

1. Open Windows Explorer. 
2. In the left-hand panel, right-click on the folder you want to move and choose Properties. 
3. In the Properties panel click the Location tab. 
4. Here you will see the current location for that folder. 
5. Click Move… 
6. Another Explorer window will open so you can navigate to your main archive and click Select 

Folder. 
7. This will return you to the Location tab where you click Apply. 
8. A confirmation panel will then appear to confirm the move and you can click Yes to 

complete the relocation. 
9. Repeat this process for all the default folders (documents, music, videos, pictures and 

downloads). 

Protecting your Archive 3 – 2 - 1 

Once you have a clear plan for storing all your valuable data, it needs to be backed-up. The backup 
principle used for many commercial backups is known as the 3-2-1 rule and I recommend using this 
rule for your main archive. This means holding three copies of your archive as follows: 

Copy 1 – Your working data – This is your day-to-day copy that you work on. 

Copy 2 – Your main backup – This would normally be an external drive with a daily backup that you 
disconnect once the backup has finished. 

Copy 3 – An off-site backup – This a less frequent backup used to protect against lightning, fire, 
flood, theft and any other disastrous situation. 

More About 3-2-1? 

Copy 1 is just your everyday main archive that you work with and this is what we want to protect. 

Copy 2 is your regular backup and for most people, daily or weekly backups are fine. It’s good 
practice to disconnect this drive after the backup has completed to avoid it being compromised in 
the event of a ransomware or other malicious attack. 

Copy 3 is there to protect against disasters or theft that could wipe-out your entire system. Ideally, 
you would keep this off-site, perhaps with a friend or relative. Alternatively, you could hide it in an 
unlikely place at home or in a suitable outbuilding. 
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For an ideal backup, you need 3 drives of similar size. One is inside your PC and the other two are 
external USB drives. One of these external drives is your main backup and the other is the off-site 
backup. 

Backup Software - Windows 

For a straightforward installation, Windows has a built-in backup tool that’s hidden inside Windows 
10. It is called Backup and Restore (Windows 7) and here’s the step-by-step guide to create an 
automatic, repeating, backup: 

1. Enter control panel in the Windows search box (bottom left of main screen) and select 
control panel. 

2. When the control panel opens, enter backup in the panel search window (top right). 
3. You should see Back up and Restore (Windows 7) in the Control Panel. Select this to start 

building the backup. 
4. Click Set up back-up and a box will appear that says Starting Windows Backup 
5. Next, you will see a panel where you can choose your backup drive. 
6. Select your backup drive and click Next. 
7. The following panel lets you choose what to backup, so click the Let me choose button 

followed by Next. 
8. Leave the Data Files boxes ticked at the top. Now select the path to your main archive in the 

lower section and tick the folder containing your main archive. Below the selection panel, 
you will see a tick box for creating a system backup at the same time as your main backup. I 
suggest you leave that ticked as it saves creating a separate system backup. 

9. Tick Next to finish and you will see a panel where you can review your backup settings. 
10. In the lower section of this panel you will see that a scheduled backup period has been 

selected. If you’re happy with the default, just click save settings and run backup. If you 
want to change the schedule, click the change schedule link. 

11. In the schedule panel you can set daily, weekly or monthly backups and choose the day and 
time they run. 

That simple setup will give you a basic backup to protect your system. However, there’s one more 
action you need to take. If your C: drive is corrupted, and the PC won’t start, you need a way to start 
the computer, so you can access your backups and get the PC running again. Here are the steps 
required to create a recovery USB stick. 

 
1. Make sure you have an empty 32GB USB stick. 
2. In the Windows search box (bottom left of screen) enter Recovery and you should see the 

entry: Create a recovery drive. Select this link. 
3. In the Recovery Drive panel, make sure Backup system files is ticked and click Next. 
4. You will see a moving progress bar whilst Windows assembles the necessary files and finds 

your drives. This may take a while if you have a few drives connected so just let it run. 
5. When it finishes, you will see a list of available drives. Take care to select your USB stick and 

click Next. 
6. The next screen is a warning that the drive will be erased. If you want to double check the 

drive selection, click the back arrow at the top of the screen. 
7. To format and complete the drive click Create. 
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At this point you have a backup routine in place that will provide the primary backup which is item 2 
in the 1-2-3 rule. Now we need to add another backup to provide item 3, the offsite backup. The 
procedure is the same as the first Windows backup, but you change the destination drive to 4 the 
one you’re using for your off-site backup.  

Backup Software – Mac 

I’ve not had a lot of experience with Macs but from what I’ve seen, their built-in Time Machine 
software is a good way to protect your data. However, the principles I’ve covered so far still apply. 
You need to organise your data into a main archive, ensure you have enough space to grow and use 
two backups. Here’s a link to a Time Machine tutorial: 

https://www.macworld.co.uk/how-to/mac-software/time-machine-back-up-mac-3626572/ 

Step Back in Time 

An often-overlooked benefit of a good backup system is the ability to wind back the clock and 
recover individual files or groups of files from an earlier date. This is great if you accidentally make a 
permanent change to a file. Using this system, you can step back to the day before you made the 
change and recover an individual file.  This is possible because most backups start with a full backup, 
but subsequent backups only save the changes since the last backup. The actual process will depend 
on the backup software you are using.  

Backup Software 

Whilst Time Machine is probably good enough for most Mac users, the integral Windows backup is a 
bit limited, so many people use 3rd party backup software. Here are my suggestions: 

EaseUS ToDo Backup (Free). This is a useful improvement over Windows backup and there is a 
relatively cheap upgrade to their Home edition if you need more. 

Acronis True Image (Standard £38): This is the most popular and highly rated paid backup software. 
It’s easy to use and there are plenty of tutorials to help you get going. 

Retrospect Desktop (Solo £39, Desktop £79): This is a professional backup system that can handle a 
wide range of media types and the Desktop version can backup 5 workstations on the network. You 
need to be tech savvy to use this effectively. 

Precious Memories - Long Term Storage 

In amongst your photo archive there will many special images that you want to preserve for future 
generations. The problem is how to store them. As we’ve seen, hard drives are not suitable, as 
they’re all going to fail! So what else is there? Social media is one option but that will change and 
evolve, and the current major players could easily fall out of favour or go bust! Many people have 
used DVD’s to store these special images without realising that the data life of a computer recorded 
DVD can be as low as 10 years! This is because computer recorded CDs, DVDs use a dye that changes 
its characteristics when hit by the laser. Although fine in the short-term, this dye will fade and lose 
information with time. The worst culprits are the RW disks that can be rewritten. A new recording 
format known as MDISC is now available that uses a mineral recording medium that is punctured by 
the recording laser. This makes for a much more permanent recording and has a claimed life of 
1,000 years. You will need a special burner (about £70) to record the disks, but once recorded, the 
disks are playable in any normal CD/DVD/Blu-Ray drive. One other option is to print our special 

https://www.macworld.co.uk/how-to/mac-software/time-machine-back-up-mac-3626572/
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images, either as photo-books or individual images. Most of the better printers (i.e. DS Colour Labs) 
use archival ink with an expected life of around 100 years. 

Summary 

Although rather longer than I expected, I hope this handout gets you thinking and, more 
importantly, acting to protect those precious files. In the Appendix that follows I’ve shown a diagram 
of a suggested backup system. 

Keep that data safe! 

 

Mike 
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Appendix 

 


